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Johns Hopkins University PolicyJohns Hopkins University Policy
Mission StatementMission Statement

Members of the research community at Johns Members of the research community at Johns 
Hopkins University are expected to comply with Hopkins University are expected to comply with 
export control laws that govern information export control laws that govern information 
involving various technologies that could have a involving various technologies that could have a 
major impact on their projects. The University major impact on their projects. The University 
recognizes Export Administration Regulations recognizes Export Administration Regulations 
(EAR) govern the conditions under which certain (EAR) govern the conditions under which certain 
information, technologies, and commodities can information, technologies, and commodities can 
be transmitted outside of the United States to be transmitted outside of the United States to 
anyone, including citizens of the United States, or anyone, including citizens of the United States, or 
to a foreign national in the United States and it to a foreign national in the United States and it 
upholds this set of laws. upholds this set of laws. 



JHU Export Controls WebsiteJHU Export Controls Website
http://jhuresearch.jhu.edu/compliancehttp://jhuresearch.jhu.edu/compliance--
export.htmexport.htm

É JHU CONTACTS

ÉÉ JHU POLICIES AND PROCEDURESJHU POLICIES AND PROCEDURES

ÉÉ DOCUMENTS AND RESOURCESDOCUMENTS AND RESOURCES

ÉÉ TRAINING AND EDUCATIONTRAINING AND EDUCATION

http://jhuresearch.jhu.edu/compliance-export.htm
http://jhuresearch.jhu.edu/compliance-export.htm


Decision TreeDecision Tree



TravelTravel
ÉÉ JHU Policies on International Travel:JHU Policies on International Travel:

–– KSAS/WSE Policy: Travel to War Zones and KSAS/WSE Policy: Travel to War Zones and 
High Risk Areas for Graduate Students, High Risk Areas for Graduate Students, 
Faculty and Staff Faculty and Staff 
((http://engineering.jhu.edu/include/content/http://engineering.jhu.edu/include/content/
pdf/adr/Intlpdf/adr/Intl--TravelTravel--Policy.pdfPolicy.pdf))

ÉÉGraduate students Graduate students -- free to travel with following free to travel with following 
requirements:requirements:

–– Student signs release; andStudent signs release; and
–– Student completes Checklist for Students Traveling Student completes Checklist for Students Traveling 

AbroadAbroad

http://engineering.jhu.edu/include/content/pdf/adr/Intl-Travel-Policy.pdf
http://engineering.jhu.edu/include/content/pdf/adr/Intl-Travel-Policy.pdf
http://engineering.jhu.edu/include/content/pdf/adr/Intl-Travel-Policy.pdf


TravelTravel

–– KSAS/WSE Policy: Travel to War Zones KSAS/WSE Policy: Travel to War Zones 
and High Risk Areas for Graduate and High Risk Areas for Graduate 
Students, Faculty and StaffStudents, Faculty and Staff

ÉÉ Faculty and Staff Faculty and Staff –– cautioned, but not cautioned, but not 
prohibited from traveling to highprohibited from traveling to high--risk areas if:risk areas if:
–– Provide contact and itinerary information as part of Provide contact and itinerary information as part of 

International Travel Form.International Travel Form.

No one may be coerced (by faculty member, No one may be coerced (by faculty member, 
advisor, or supervisor) to travel abroad to a advisor, or supervisor) to travel abroad to a 
highhigh--risk arearisk area



OFAC SanctionsOFAC Sanctions
ÉÉ OFAC Country Sanctions ProgramsOFAC Country Sanctions Programs

–– Balkans Balkans 
–– BelarusBelarus
–– BurmaBurma
–– Cote dCote d’’Ivoire (Ivory Coast)Ivoire (Ivory Coast)
–– Cuba Cuba (travel(travel--related sanctions)related sanctions)
–– Democratic Republic of the CongoDemocratic Republic of the Congo
–– Iran Iran (travel(travel--related sanctions)related sanctions)
–– LiberiaLiberia
–– North KoreaNorth Korea
–– SudanSudan
–– SyriaSyria
–– ZimbabweZimbabwe



Cuba TravelCuba Travel--Related SanctionsRelated Sanctions
Only persons whose travel fall into the Only persons whose travel fall into the 
following categories are authorized to spend following categories are authorized to spend 
money related to travel to, from, or within money related to travel to, from, or within 
Cuba:Cuba:

ÉÉ travelers visiting immediate family travelers visiting immediate family 
–– $50< per day on non$50< per day on non--transportation related transportation related 

expenses in Cuba;expenses in Cuba;
–– $50 per trip for transportation related expenses in $50 per trip for transportation related expenses in 

CubaCuba

ÉÉ Journalist and Supporting Broadcasting or Journalist and Supporting Broadcasting or 
Technical PersonnelTechnical Personnel



Cuba TravelCuba Travel--Related SanctionsRelated Sanctions

ÉÉOfficial Government Travelers (official Official Government Travelers (official 
business)business)

ÉÉMembers of International OrganizationsMembers of International Organizations
ÉÉ FullFull--time Professionals whose travel is time Professionals whose travel is 

related to professional research in their related to professional research in their 
professional areas, provided the professional areas, provided the 
research:research:
–– Noncommercial, academic natureNoncommercial, academic nature
–– Comprises a full work schedule in CubaComprises a full work schedule in Cuba
–– Has a substantial likelihood of public Has a substantial likelihood of public 

disseminationdissemination



Cuba TravelCuba Travel--Related SanctionsRelated Sanctions

ÉÉ Professional meetings and Professional meetings and 
conferences organized by an conferences organized by an 
international professional international professional 
organizationorganization

ÉÉ Travelers who have received specific Travelers who have received specific 
licenses from OFAC prior to travelinglicenses from OFAC prior to traveling



Iran TravelIran Travel--Related TravelRelated Travel

All transactions ordinarily incident to All transactions ordinarily incident to 
travel to or from Iran, including the travel to or from Iran, including the 
importation of accompanied baggage importation of accompanied baggage 
for strictly personal use, payment of for strictly personal use, payment of 
maintenance and living expenses and maintenance and living expenses and 
acquisitions of goods and services for acquisitions of goods and services for 
personal use are permitted.personal use are permitted.



OFAC SanctionsOFAC Sanctions

ÉÉ Specially Designated Nationals and Specially Designated Nationals and 
Blocked PersonsBlocked Persons

–– Individuals and organizations whose Individuals and organizations whose 
funds have been blocked by OFACfunds have been blocked by OFAC

–– Foreign Nationals and Organizations Foreign Nationals and Organizations 
should be screened against the SDNL should be screened against the SDNL 
and other blocked persons lists and other blocked persons lists 

–– SDNL Link: SDNL Link: 
(http://www.ustreas.gov/offices/enforce(http://www.ustreas.gov/offices/enforce
ment/ofac/sdn/t11sdn.pdf)ment/ofac/sdn/t11sdn.pdf)



Check List ItemsCheck List Items

Check list for faculty and/or research Check list for faculty and/or research 
administrators to use in deciding if a project administrators to use in deciding if a project 
raises export control concerns: raises export control concerns: 

ÉÉ Does the project involve:Does the project involve:
–– Shipping equipment to a foreign country?Shipping equipment to a foreign country?
–– Collaborating with foreign colleagues in foreign Collaborating with foreign colleagues in foreign 

countries?countries?
–– Training foreign persons in using equipment?Training foreign persons in using equipment?
–– Working with a country subject to a US boycott?Working with a country subject to a US boycott?



Check List ItemsCheck List Items
ÉÉ Do the terms of the RFP/BAA or award Do the terms of the RFP/BAA or award 

require:require:
–– Sponsor approval rights over publications?Sponsor approval rights over publications?
–– Sponsor approval of the participation of foreign Sponsor approval of the participation of foreign 

nationals?nationals?

ÉÉ Is the RFP or SOW marked Is the RFP or SOW marked ““Export Export 
ControlledControlled””??
–– If so, develop a plan to secure and protect If so, develop a plan to secure and protect 

document and any technology exchanged document and any technology exchanged 
under documentunder document



Common MythsCommon Myths
ÉÉ I canI can’’t travel to a U.S. embargoed countryt travel to a U.S. embargoed country
ÉÉ I canI can’’t travel with my computer to a U.S. t travel with my computer to a U.S. 

embargoed countryembargoed country
ÉÉ I canI can’’t have Foreign Nationals working in t have Foreign Nationals working in 

my labmy lab
ÉÉ Foreign Visitors visit my labForeign Visitors visit my lab
ÉÉ I am not allowed to I am not allowed to ““peer reviewpeer review”” Foreign Foreign 

National publicationsNational publications
ÉÉ I am not allowed to speak at or attend a I am not allowed to speak at or attend a 

conference in a U.S. embargoed countryconference in a U.S. embargoed country



WHY SHOULD UNIVERSITIES WHY SHOULD UNIVERSITIES 
WORRY ABOUT EXPORT WORRY ABOUT EXPORT 
CONTROL LAWS WHEN A CONTROL LAWS WHEN A 

MAJORITY OF WHAT THEY MAJORITY OF WHAT THEY 
DO IS FUNDAMENTAL DO IS FUNDAMENTAL 

RESEARCHRESEARCH



cell 
phone

motion 
sensor

two-way 
radio

wireless 
doorbell



chip

LED (light emitting diodes) 

transistor



VIDEO RECORDERSVIDEO RECORDERS



MUNITIONSMUNITIONS



SEVERE
Severe Risk of 

Terrorist Attacks



PUBLIC HEALTH CONCERNSPUBLIC HEALTH CONCERNS
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4 Questions to Ask 4 Questions to Ask 

ÉÉWhat is the item?What is the item?

ÉÉWhere is it going?Where is it going?

ÉÉWho will receive it?Who will receive it?

ÉÉWhat will be the endWhat will be the end--use?use?



What is the Item What is the Item 

Is it on the Commerce Control List?Is it on the Commerce Control List?

ECCN StructureECCN Structure

3AOO13AOO1

Category

Product Group

Sequential 
Numbering

Reason for Control



Ten Categories in the CCLTen Categories in the CCL
(0 to 4)(0 to 4)

00.. Nuclear Materials, Facilities & Equipment Nuclear Materials, Facilities & Equipment 
and Miscellaneousand Miscellaneous

1.1. Materials, Chemicals, Microorganisms & Materials, Chemicals, Microorganisms & 
ToxinsToxins

2.2. Materials ProcessingMaterials Processing
3.3. Electronics Design, Development and Electronics Design, Development and 

ProductionProduction
4.4. ComputersComputers

e.g.: e.g.: 33A001A001



Ten Categories in the CCLTen Categories in the CCL
(5 to 9)(5 to 9)

5.5. Telecommunications & Information Telecommunications & Information 
SecuritySecurity

6.6. Sensors and LasersSensors and Lasers
7.7. Navigation and AvionicsNavigation and Avionics
8.8. MarineMarine
9.9. Propulsion Systems, Space Vehicles Propulsion Systems, Space Vehicles 

and Related Equipmentand Related Equipment



ECCN ECCN –– PRODUCT GROUPSPRODUCT GROUPS

3A0013A001 3B0013B001 3C0013C001

3D0013D001 3E0013E001

Equipment 
Assemblies & 
Components

Test, 
Inspection & 
Production 
Equipment

Materials

Software Technology

e.g.: 3A001



Reasons for ControlReasons for Control
ÉÉ AT = AntiAT = Anti--TerrorismTerrorism
ÉÉ CB = Chemical & CB = Chemical & 

Biological WeaponsBiological Weapons
ÉÉ CC = Crime ControlCC = Crime Control
ÉÉ CW = Chemical Weapons CW = Chemical Weapons 

ConventionConvention
ÉÉ EI = Encryption ItemEI = Encryption Item
ÉÉ FC = Firearms ControlFC = Firearms Control
ÉÉ MT = Missile TechnologyMT = Missile Technology

ÉÉ NP = Nuclear NP = Nuclear 
NonproliferationNonproliferation

ÉÉ NS = National SecurityNS = National Security
ÉÉ RS = Regional StabilityRS = Regional Stability
ÉÉ SI = Significant ItemSI = Significant Item
ÉÉ SL = Surreptitious SL = Surreptitious 

ListeningListening
ÉÉ SS = Short SupplySS = Short Supply
ÉÉ UN = United NationsUN = United Nations



Personal Responsibility Personal Responsibility 
and Liabilityand Liability

ÉÉ Violator personally responsible for Violator personally responsible for 
any violationsany violations

ÉÉ Penalties include civil and criminal Penalties include civil and criminal 
penalties including fines and prison penalties including fines and prison 
timetime

ÉÉ Possible University disciplinary actionPossible University disciplinary action
ÉÉ Loss of research fundingLoss of research funding



Where do I go for HELPWhere do I go for HELP
Clyde A. Bernett, Jr.Clyde A. Bernett, Jr.
Associate General CounselAssociate General Counsel

Office of the Vice President Office of the Vice President 
and General Counseland General Counsel

113 Garland Hall113 Garland Hall
410410--516516--81288128
cbernett@jhu.educbernett@jhu.edu

W1512 Public Health BuildingW1512 Public Health Building
410410--502502--28432843
cbernett@jhsph.educbernett@jhsph.edu

mailto:cbernett@jhu.edu
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