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Johns Hopkins University Policy

Mission Statement

Members of the research community: at Jehns
Hoepkins University are expected tor comply with
export contrel laws that gevern infermation
Invelving various technolegies that could have a
majer iImpact en thelr projects. fhe University.
recegnizes) Export Administration; Regulatiens
(EAR) gevern the conditieons Under WhRICh Certain
Infermation), technelegies, and commoedies can
pPe transmitied euitside off the: United States o
anyene; Including citizens aff the: Unitedr States, or
tera fereigh navenaltn the Unrted States and it
UPREIES LIS Sel Gl lawws:



JHU EXxport Controls Website

https//jhuresearch.hu.edu/compliance=
export.htm

E JHU CONTACTS

DIPROEEIPDURES

PIOCUNMENIFSTANBIRES CIUREES)

Trea ININGE ANB ERDYCATTICON



http://jhuresearch.jhu.edu/compliance-export.htm
http://jhuresearch.jhu.edu/compliance-export.htm

Decision Tree

JOHNS HOPEKINS TTNIVEERESITY

THE REELEASE OF TECHNICAL DATA FROM PROJECTS
NOT SUBJECT TO THE FUNDAMENTAT EESEARCH EXEMPTION

Dicas your research contaimn — Wl vou be providing services
information or technology that an embargosed nation {i.e. one on
may mmpact national security, the OFAC list), o1 to a forsign

or does it imvelve tems on o national from such nation? Flease
subrstantially simular to itenas note: Jr doesn 't matter wherher the
on the MMunitions List o1 the Foreizn national is in the Unirsd
Commerce Control List? Srares or owizide qf rhis coumiris

. i

Wl wou ship this material, or You may very Hlkely nesd to
technical data relating to the apply for an export hcens=s or
mateiial to a foreign counbhy T won mizhe gualify for an
exemp o,

]

Do the sxport laws of the Tnited
States control the export of this
techncology to the paaticular
county T

w
Wl vou be conmmmmicating (1
any wawv) this technologzv toa
foreizm national, or will a foreign
national have access to thas
materizl? Please note: Irdoesn’t w
meairer whether the foreism Fon don’t need to
marional iz in rhe Unired Srares apply for an export
or ouiisiae qf this cormir. Heoenze.




Travel

E JHU Policies on International Travel:
KSAS/WSE Policy: Travel to War Zones and
High| Risk Areas for Graduate Students,

=aculty and Stafi
(BittpE//eneineernarinuredu/inclucde/contenis/

poiZaciZiRbEIEVvel=PelICY: Pdir)

EGraduate studenits - firee e travel wiith fiellewing

FEguirEmERtS:
— Studenit signs releases; and
— Studenit completes Checklistiior Studenitsiiraveling

Abread


http://engineering.jhu.edu/include/content/pdf/adr/Intl-Travel-Policy.pdf
http://engineering.jhu.edu/include/content/pdf/adr/Intl-Travel-Policy.pdf
http://engineering.jhu.edu/include/content/pdf/adr/Intl-Travel-Policy.pdf

Travel

— KSAS/WSE Policy: Travel teo War Zones
and High Risk Areas for Graduate
Students, Eaculty and Stafif

E Eaculty andl Staffi — cautiened, but not
prohipited irem traveling te RIgh-risk areas i

—  Provide contact and ineran/ iniermatien as: part oi
IntermationaiNiravel Eerm:

Nerone may be coerced (b faculty member,
acdVvIser, eoFr sUperviser) to travel albroad to a
RIgh=risk area



OFAC Sanctions

E OFAC Country Sanctions Programs
— Balkans
— Belarus
— BuUurma

— Democratic Repunlic off the Congo
— Irar (travel-related sanctions)

| Iberia

Northr Kerea

Suadan
Sy/Kiel
IealwWe




Cuba Travel-Related Sanctions

Only persons whose travel fall inte the
following categoeries are authorized to spend
money related to travel to, frem, or within
Cuba:

£ travelers visiting immediate family

— $50= per day on nen-transpoertation related
EXPENSES In Cula;

— $50 per trip for transportation related expenses in
QU] o)zl

=JeumalistranediSuppertne Ereadcastiing o
lechnical Persennel



Cuba Travel-Related Sanctions

E Official Government Travelers (official
pbUSINESS)

E Members of International Organizations

£ Full-time Professionals whose travel Is
related te proefessional research i thelr
prefessienal areas, preovided: the
research:
— Nenpcommercial, academic nature
— Comprises a fulifwerk schedule in Culsa

— Hasi arsulsstanalNizelineed el puilic
disseminaben



Cuba Travel-Related Sanctions

E Professional meetings and
conferences organized by an
Internatienal proefessional
ekganization

= liRaVelersiWhoe have receivVed SPECIc
ICERSES firem OFAC priek te traveling



lran Travel-Related Travel

All transactions ordinarily incident to
travel to or from lran, Including the
Importation of accompanied baggage
for strictly personal use, payment of
maintenance and IVing eEXpeRses and
ACOUISItIeNS G WS and SERVICES! oF
PErsenal Use: are permitted:



OFAC Sanctions

E Specially Designated Nationals and
Blocked Persons

— [ndividuals and erganizatiens Whoese
flnds have been blecked by OFAC

— Eereign Nabienals and Organizaticns
shiould be: screened against the SIPDNIE
and other blecked! persens lists

— SIDNL Limjk:
(RittpE//AMNE UIStiFEas. geV/ eliceS/enferce
menit/elac/san/tdisdn: pdi)



Check List Iltems

Check list for faculty and/or research
administrators te use In deciding Ifi & project
ralses export control concerns:

£ Doees the project invelve:
— ShIppING equipment: te’ a fereign country/?

— Collakerating with fereign’ colleagues In iereign
COURLAES?

—iraIRING ICKEIgN PErSeRS IR USIngrequipmERt?
=\ erking Withrar counitry/ sulsject tera USHIoyCott?



Check List Iltems

E Do the terms of the REP/BAA or award
reguire:
— Sponsor approval rights over publications?

— Sponser approvall off the participation off fereign
nationals?

= Isi the REP er SOW' marked “EXport
Contrelied™?
— |1 50, develop a plan e secure anc pPretect

decUmER and any: tEChnelegy, EXchianged
UREER decUmeEni



Common Myths

E | can’'t travel to a U.S. embargoeed country

E | can’t travel with my computer to a U.S.
embargeed country.

= | can‘t have Fereign Natienals woerking in
my/. 12l

= EoeKrelgn VISIters visit my/ lal

= am net allewed e “pPEeEr Feview: Eereign
Nabienalfpuklicatiens

=lRamRel allewee e speaks ab e attene a
confierence ina UrS: emioaiceed CoURLRY



WHY SHOULD UNIVERSITIES
WORRY ABOUT EXPORT
CONTROL LAWS WHEN A

MIAJORITFY: OEWHAI THEY
PO S EUNDAMENTFAL
RESEARCH



phone
motion
sensor
two-way
radio
wireless

doorbell



éf\ LED (light emitting diodes)
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MUNITIONS
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PUBLIC HEALTH CONCERNS

castor
beans

(ricin)

laptop
computer
(loss of
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4 Questions to Ask

EWhat IS the item?
EWhRere IS/ it going?

WHRe Wl FeceNe: 67

Wiat Wilise




What Is the ltem

Is It on the Commerce Control List?

ECCN Structure

< Product Group >
)
Numbering
3AOC)1’




Ten Categories in the CCL
(0to 4)

Nuclear Materials, Facilities & Equipment
and Miscellaneous

Materials, Chemicals, Microorganisms &
llexins

Materals; Precessing

Electronics Design;, Develepment and
Preduction

Computers

ergl: SAQOL



Sl O

Ten Categories in the CCL
(5 to 9)

Telecommunications & Information
Security.

Sensors and Lasers
Navigatien and AVIGRICS
Vakine

Prepulsien: Systems, Space: VEeRIcles
and Related Equipmenit



ECCN — PRODUCT GROUPS

Equipment Test,
Assemblies & Inspection & _
Components Production Materials
Equipment
\ N\
SAOOL SB001 SCO0A
e.g.: SA001

3%001 BF\()Ol

Software Technology




Reasons for Control

E AT = Anti-Terrorism E NP = Nuclear

= CB = Chemical & Nonproliferation
Bielegical \WWeapoens E NS = National Security

E CC = Crime Control E RS = Regjonal Stanility

E CW = Chemical Weapons E Sl = Significant ltem
Convention E SL = Surreptitious

= El = Encryption litem LIStening

= EC = Elrearms; Control E SS = Short Supply:
= WIilF = Missile lfechnelegy: = UNF= UnRited Natens



Personal Responsibility
and Liability
E Violator personally responsible for
any vielations

E Penalties include civil and crminail
penalties Including fines and pPrisen
time

= Pessibler University, disciplinany, action

=1L0SS| O Feseakch finRding



Where do | go for HELP

Clyde A. Bernett, Jr.
Associate General Counsel

Office of the Vice President
and General Counsel

113 Garland Hall
410-516-8128
ChEMEH@PUNEED

WASHZEPulelic Healthr Building
A1 0-502-284'3
ChHErREI@)ASph:edl


mailto:cbernett@jhu.edu
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